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Abstract

Objectives: The purpose of this study was to explore nurses’ experiences on privacy issues in the EHRs among faculty and nurses attending graduateprograms. 
Methods: A mixed-method design was conducted using an online survey that combined qualitative and quantitative questionnaires. A convenience sample of 49 participants (34 nursing graduate students and 15 nursing faculty) responded. Quantitative data were descriptively analyzed, and qualitative data were disassembled and grouped according to meaning, reassembled, discussed, and interpreted by the first and second authors. 
Results: one-fourth of nursing faculty (n=4, 27%) and one-fifth of nurses at graduate programs (n=6, 18%) reported a problem in protecting patients' personal information with more graduate nurses (67%) working in outpatient settings experiencing it than those in medical centers. From qualitative data, three themes emerged (1) mishandling access, (2) security and data breaches and (3) awareness of prevention measures for greater privacy.
Conclusions: Privacy protections for EHRs are not consistently implemented and data from smaller clinics may be more at risk than larger medical centers.

Background

Many healthcare providers and governments have been challenged to maintain patient data privacy in electronic health records systems (EHRs) and instituted security protocols to prevent them [1]. Privacy concerns include unauthorized persons receiving Personal Health Information (PHI) information that they are not given permission to view, and financial information being stolen or lost [2]. Personal Health Information includes names, addresses, Social Security numbers, financial accounts, biometric data, facial images, x-rays or diagnostic studies, and medical notes. Any unwarranted access to this data, as well as not following data handling procedures, put patients' information at risk.

Not following the security protocols at institutions may result in breaches of information, and healthcare team members need consistent and ongoing education in data security. Information in EHR systems is required to be stored securely, and only authorized users with a need to see medical information should be able to access it. 

In an analysis of data breaches in healthcare from 2015 to 2017, internal staff (58%) were seen as the biggest threat, however more recent reviews have identified hacking or the installation of malware, more specifically ransomware, as the biggest threats followed by unauthorized internal disclosures [3].

 These outside breaches are happening with increasing frequency as health data is seen as a valuable commodity. A 2021 data breach report performed by Verizon noted an increase in the hacking and malware type of attacks, but also expressed concern about the continued threat from those inside institutions either accessing PHI for illegal gain or due to curiosity or by having their credentials stolen from malware and used to access sensitive information.
Steps are being taken to prevent systemic attacks such as the Association of Information Systems initiated Bright ICT as a preventive security paradigm [4,5]. The initiative includes the development of relevant technology, public policies, social norms, international agreements, and measures through systematic research [6]. 

Purpose

The purpose of this study was to explore nurses’ perceptions and experiences on privacy issues in the EHRs, by comparing nursing faculty and nurses attending graduate programs at a College of Nursing. Nurses and nursing faculty who use EHRs for work and may access their own patient portals are in a unique position to express views regarding privacy issues EHRs in patient care. Nursing faculty may work in health care systems clinically or supervise students that do and are familiar with both methods taken to ensure security and the actual day-to-day practice of maintaining security.

Methods

Research Design

A cross-sectional exploratory mixed-methods design using an online survey was used to explore nurses’ views on privacy issues and protecting data in the EHR, as well as any experiences they might have had involving privacy breaches. After the approval of the University IRB, participants were invited via email using the college email listserv with a consent form and link to a Qualtrics survey. The survey consisted of Likert scale questions and several open-ended questions regarding participant experiences with protecting data in the EHR and any experiences they might have had involving data breaches.

Sample and settings

The target population included nurses enrolled in graduate programs and nursing faculty who often maintain clinical practice and supervise students at medical centers from one College of Nursing. The pool was about 250 individuals with 49 participants (34 nursing graduate students and 15 nursing faculty) responding. 

Procedures

Upon the Institutional Review Board (IRB) approval from the University of the investigators, the study was performed virtually using the Qualtrics platform. The populations targeted received an email using the College of Nursing email listserv. The email contained a secure link to the Qualtrics platform. Consent was obtained through a cover letter which also included information about the survey.

Measures

A survey developed by the research team was utilized. Six demographic questions (e.g., age, education, employment), eight open-ended questions, and two Likert scale questions were included to explore nurses’ experience with protecting data in the EHR and any experiences they might have had involving data breaches.

Data Analysis

Analysis of the quantitative data was performed using SAS Version 9.4 (SAS Inc., Cary, NC). Quantitative data were descriptively analyzed and were presented using frequency (percentage) or mean (standard deviation, SD). Responses to open-ended questions were compiled for thematic analysis. After collecting statements, responses were disassembled and grouped according to meaning, reassembled, discussed, and interpreted by the first and second authors [7].

Results

Participants’ Demographic Characteristics: Among the total of 49 participants, one-third of the participants were nursing faculty (n=15, 31%), and two-thirds of the participants were nursing graduate students (n=34, 69%, (Table 1)).

	 
	 
	Overall (%)
	Nursing faculty (n=15)
	Nurses enrolled in graduate programs (n=34)

	Age 
	25-34 years old
	6(13%)
	0
	6(18%)

	 
	35-44 years old
	13(27%)
	4(29%)
	9(26%)

	 
	45-54 years old
	12(25%)
	4(29%)
	8(24%)

	 
	55-64 years old
	15(31%)
	6(43%)
	9(26%)

	 
	65 years or older
	2(4 %)
	0
	2(6%)

	Employment
	Large Medical Center
	 
	8(26%)
	 

	 
	Small Medical Center
	 
	3(9%)
	 

	 
	Outpatient Clinic
	 
	12(35%)
	 

	 
	Homecare/Visiting Nurses
	 
	2(6%)
	 

	 
	Academic setting
	 
	5(15 %)
	 

	 
	Others
	 
	4(12%)
	 

	Years of experiences
	1-2 years
	1(2%)
	1(7%)
	0

	 
	3-5 years
	8(16%)
	1(7%)
	7(21%)

	 
	5-10 years
	10(20%)
	5(33%)
	5(15%)

	 
	10-20 years
	16(33%)
	7(40%)
	9(26%)

	 
	more than 20 years
	15(31%)
	2(13%)
	13(38%)



Table 1: Demographics of Participants.

The participants’ ages ranged from 35 to 64 years old. Two-fifths of nursing faculty participants and one-third of nurses enrolled in graduate programs were older than 55 years and most (n=31, 64%) had more than 10 years of experience. Most of the graduate nursing students were employed at large medical centers (n=8, 26%) or at outpatient clinics (n=12, 35%, (Table 1)).

Quantitative Findings

Participants Views on Privacy

The following table presents the overall views on privacy by all participants, both nursing faculty and graduate nursing students. Approximately one-third of faculty (n=4, 27%) felt patient information was secure, and almost half of the nursing faculty (n=7, 47%) felt that nurses took great care in protecting patient information. However, four nursing faculty (27%) felt there was a problem in protecting patients' personal information. Although most graduate students (n=27, 79%) responded that patient information was safe and secure, one-fifth (n=6, 18%) expressed concern about protecting patient information (Table 2).

	Privacy of PHI in EHRs
	Overall (%) (n=49)
	Nursing faculty (n=15)
	Nurses enrolled in graduate programs (n=34)

	I feel great care is taken to safeguard patient information
	21(43%)
	4(27%)
	17(50%)

	Nurses take great care to safeguard patient information
	17(35%)
	7(47%)
	10(29%)

	There is a problem with protecting patient information
	10(25%)
	4(27%)
	6(18%)

	* Note: one participant – no comment.



Table 2: The Privacy of PHI in EHRs between Graduate Students and Faculty.

Graduate Nursing Students' perceptions of Privacy in the Workplace

The graduate nursing students who are mostly working full-time in a clinical setting were asked to identify their perceptions on privacy and to identify the setting they worked in presented in (Table 3) below.

	Privacy of PHI in EHRs
	Nurses enrolled in graduate programs (n=34)
	Large Medical Center (n=8)
	Small Medical Center (n=3)
	Outpatient Clinic (n=12)
	Others (e.g., academic setting) (n=10)

	Great care is taken to safeguard patient information
	17(50%)
	4(50%)
	1(33%)
	2(17%)
	3 (30%)

	Nurses take great care to safeguard patient information
	10(29%)
	1(12.5%)
	0(0%)
	2(17%)
	3(30%)

	There is a problem with protecting patient information
	6(18%)
	3(37.5%)
	2(33%)
	8(67%)
	4 (40%)



Table 3: Perceptions of Privacy by Setting of Graduate Nursing Students.

Based on 34 Nursing Graduate Students

While half of the graduate nursing students surveyed (n=17, 50%) felt that patient information was safe and secure, one-fifth of nurses at graduate programs (n=6, 18%) indicated there was a problem with protecting patients' personal health information. One-third (n=10, 29%) responded that nurses protected PHI from third parties without their consent. Among those who worked at the large medical centers, three nurses (37.5%) responded that there was a problem with protecting patient information. However, among those who worked at the outpatient clinics, more than half of the nurses (n=8, 67%) working in outpatient settings felt there was a problem patients' PHI in their setting.

In terms of privacy measures taken at work, most participants changed passwords yearly (80%), had EMRs monitored for unauthorized users (76%), had training on HIPAA (86%) and IT support (86%). Most worksites had social media policies (73%) and picture bans (43%) as demonstrated in (Table 4).

	Privacy measures and trainings
	Overall (%) (n=49)
	Nursing faculty (n=15)
	Nurses enrolled in graduate programs (n=34)

	Mandatory Yearly Password Changes
	39(80%)
	14(93%)
	25(74%)

	Monitoring use of EMR for unauthorized users
	37(76%)
	12(80%)
	25(74%)

	Training on computer security
	38(78%)
	13(87%)
	25(74%)

	Trainings on HIPPA
	42 (86%)
	14(93%)
	28(82%)

	IT support available
	42 (86%)
	13(87%)
	29(85%)

	Banning taking cell phone pictures at work
	21 (43%)
	6(40%)
	15(44%)

	Social media policies on posting PHI of patients
	36 (73%)
	11(73%)
	25(74%)



Table 4: Privacy measures at workplaces.

Qualitative Findings 

The following three themes were identified with examples of statements below: mishandling of records both in terms of access and legal issues,’ data breaches and how institutions handle them as well as patient privacy concerns, and finally prevention measures for greater privacy.

1. a. The first theme of ‘Mishandling Access’ was defined as access without the necessary care, including workers accessing records they should not look at.

Many participants shared experiences of mishandling related to accessing patient information. 

“My director looked at my healthcare record to see when I would return to work.”

“Family member denied a job when hiring supervisor accessed medical record.”

” You hear about people who have tried to get into relatives' or friends' records. 

“Yes, medical information is discussed in the medical department when unauthorized medical personnel are present.

“Yes, nurse looking up information on a colleague.”

“Yes, other staff accessing PHI of friends and family members without consent.” 
“Yes- a nurse that I used to work with accessed the EHR of another employee while she was an active patient in the ED. This chart was audited, the nurse was called in for a compliance meeting, and she was offered to resign or otherwise would have been terminated. She chose to resign on her own.”

“A famous kidnapping victim had over 100 unauthorized view of hospital record”.

“Yes, I work at an organization that often cares for well-known personalities and I have seen staff violate their privacy, but I have also seen them fired for doing so!”
“Yes, there was a time when one of our MDs was sick and a bunch of employees went in the medical record. They were fired if there was no reason to be in there.”

b. The theme ‘Security and Data Breaches’ was identified as a wide array of the process of protecting data from unauthorized access and data breaches. Participant responses illustrated how institutions' management of intrusion varies.

“Yes, I have received letters that my PHI had been jeopardized with no repercussions that I am aware of. I know that staff have been fired when it was reported that they were looking at records inappropriately. The safety officer or that department will first run a report on an individual’s access and if the access was appropriate. Then if the complaint is valid it is dealt with, often the result is termination.”

“Yes, once I was a patient at the facility where I was working, and my director looked at my healthcare record to estimate when I would return to work. I know that this occurred because she repeated things that I had only mentioned to my healthcare provider and had not shared with anyone. There were not any repercussions, but I never trusted her again.”

“Yes. The health care facility said, "some records were accessed". No repercussions thus far.”

2. Patient Privacy Concerns were defined as improper maintenance that might be caused by a failure to follow the established protocols or practice manuals Participants shared confidentiality concerns on units and at home.

“Yes. I have seen medical records of other patients left in plain sight both when as a patient and working as a nurse.”

“I have experienced other providers not maintaining confidentiality within the office due to being over comfortable within the setting and using patients’ names and chief complaints in the hall in front of other staff and other patients/families.”

“I think that it is common for clinicians to view a medical record that is not technically necessary in order to treat...but very rarely is it done for someone completely out of their unit/department, etc.”

“In the NICU, rounds are performed by other infant bedspaces, where families sit. Parents of other children have asked me questions about patients because of overhearing what was discussed during rounds.”

“During COVID 19 it is more important than ever to protect PHI. At present, I am back in the office so this is not an issue. But during the COVID lock down, I did have to restrict my partner from my home study, which was a challenge, he sees this space as his house. He complied. For this reason, I prefer to work at work!”

3. Awareness of Prevention Measures for Greater Privacy – 
Participants had opinions on what more needed to be done and were aware of several measures to ensure PHI privacy. Although these are legally required, not all may not be implemented consistently in workplaces.

Patient’s records should not be routinely accessed from providers' homes or personal devices.”

“Prevention methods-active monitoring and limited access with break the glass type access points. At home do not store passwords and use different passwords for different sites.”

“I think the main things are making the firewalls as strong as possible and really impressing upon employees that if they ever print anything with PHI it MUST be kept in a folder with their name and phone number on it (e.g. "CONFIDENTIAL: if found, please return to -------- at 555-5555), should NEVER be left on public desk or workspace, and must be reported missing immediately if they lose it “

“Limit the information that can be easily printed. Enlarge the screens on handheld devices so that it is easier to read the information. I try to protect my information at home by using a shredder, using unique passwords, and working from my laptop at home rather than my phone.”

“Remind staff not to leave their access available on the portable computers in the hallways. Secure passwords and pay for added protection.

Many of the participants mentioned steps they take at home to protect their own information, such as shredding paper documents with PHI and financial information, avoiding certain websites and insecure browsers, and trying to have a secure password for their accounts. Some even expressed concern about working with EHRs at home and wanted to make sure they were encrypted and made efforts to keep family members away from the computer.

Discussion

This study explored nurses’ experiences with privacy issues in the EHRs among faculty and nurses attending graduate programs. Among a total of 49 participants (15 nursing faculty and 35 nurses at graduate programs), the majority of them were older than 55 years (two-thirds of nursing faculty and one-third of nurses at graduate programs), and had more than 10 years of experience (a half of nursing faculty, and two-third of nurses at graduate programs). From quantitative findings, the majority of both nursing faculty and nurses at graduate programs reported that patient information was safe and secure. However, about 25%-30% of both nursing faculty and nurses in graduate programs reported there was a problem with protecting patient information. Specifically a variety of instances where security protocols were not consistently used.

Similarly, qualitative findings support that several concerns were expressed, although most of the graduate student nurses agreed that their worksites were secure and nurses protected patient data. Incidents of unauthorized access did not always result in repercussions or the ability of supervisors to look at their medical records. No one reported an incidence of ransomware at their site, and no one was aware of malware picking up their sign in information.

Concerns about non-medical personnel accessing medical records they were required to submit was a particular concern of nursing faculty. This access could have to do with nursing faculty having to submit clinical reports of physicals and immunizations to get cleared for clinical sites and feeling uncomfortable with those personal documents being within the possession of human resources or on a secure online commercial database. Faculty also reported incidents of unauthorized access to patient information at clinical facilities they were familiar with. 

Current literature has been addressed improper EHRs (Electronic Health Records System) resources sharing, when Personally Identifiable Information (PII) or Protected Health Information (PHI) is shared without patient approval, as the form of a data breach [8,9]. Many organizations have been made to protect against unauthorized access to PHI [10,11]. The U.S. Department of Health and Human Services (HHS) has strengthened its oversight of privacy and security to healthcare facilities, due to the increased use of electronic health records systems, cloud computing systems, and the Internet of things (IoT). Yet, data breaches still impacted many individuals. Most of data breaches originated at third-party vendors with to PHI [1,8,11-14]. Access by family members and roommates has not been emphasized for privacy training as much as it should be. 

There is a critical need for implement strong strategies to manage third-party risks for data breaches. In addition, meaningful prevention measure and security protocols for greater privacy are emphasized such as systematic monitoring and auditing protocol adherenece and the use of specific prevention measures [12,15,16]. It is important for all members of the healthcare team to be vigilant regarding patient privacy in the EHR, regardless of settings and size of facilities. 

Workplace safeguards for the privacy of EHRs’ PHI were reported by the participants as generally good, for example, most completed yearly password changes, HIPAA trainings, and have adequate IT (Information Technology) support. Many clinical sites ban photos and have social media policies against posting patient information online. In this study, nurses working in outpatient clinics reported more concerns about patient privacy, compared with others working in large/small medical centers. Previous studies also supported that outpatient clinics may have more of a data breach problem than large medical centers, which may have more resources in terms of IT and security [17]. In this small set of data this did appear to be the case. A greater percentage of nurses working in outpatient clinics (67%) reporting a problem with how private PHI was than in large medical centers (37%) or small medical centers (33%). It could be that smaller clinics do not have adequate information technology specialists to monitor access to PHI, or a lack of training for staff. For smaller providers and clinics, it is critical to provide regular training to providers and staff, and to provide adequate IT supports to ensure patient privacy, rather than only to regulate for violations.

Healthcare professionals need to be mindful of sharing personal information online which may lead to the stealing of professional identities and keep up to date with security updates to protect PHI and their identities online. The literature indicates a problem with criminal groups stealing professional identities to enter secure EHR systems, and this must be avoided at all costs [3].

Many organizational efforts have been made to protect PHI privacy through public awareness campaigns, clinicians and staff training, work process redesign, and increased IT support [18-21]. A recent effort was utilizing algorithms to operate without the need to share original data across sites, such as logistic regression, Cox regression, and principal component analysis [20-24]. As earlier mentioned, the Bright Information and Communication Technology (ICT) platforms have emerged for the future foundation across borders since 2014. The initiative continues to create many research opportunities to make efficient and effective infrastructures and communication platforms. The privacy protections in EHRs need to be congruent with the Bright ICT platforms, based on understanding patients’ health information rights.

One of the study's strengths was the experienced group of nurses from around the country sharing their thoughts on the privacy of personal health information in EHRs as both a patient and clinician. Limitations included the nature of descriptive data collection, which is not an accurate measurement tool of a large population of nurses and the small sample size which might make it difficult to justify the results. Also, some of the comments on privacy were based on hearing of incidents that happened to other people and not experienced directly by the nurses. For future studies, it would be recommended to have a large sample with different settings and other healthcare professionals included. 

Conclusions

The advent of the widespread use of EHRs has had enormous benefits for many aspects of healthcare: including clinical decision-making, research, billing, and pharmacy, however there is still a threat to privacy unless safeguards are consistently followed and updated. The nurses surveyed for this study all had training in protecting that security, but it did not appear to be consistently followed in terms of monitoring unauthorized access or limiting access to supervisors of employees’ medical records. That may have negative consequences for those seeking employment or those already employed at an institution. The problem of looking at medical records while working at home may become more of an issue with more telehealth and work-from-home positions. Access by family members and roommates has not been emphasized for privacy training as much as it should be. It is important for all members of the healthcare team to be vigilant regarding patient privacy in the EHR in whatever setting they are working in.
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